
Regular Proxy

Transparent Proxy Variant 2: Custom Gateway

Transparent Proxy Variant 1: Basic Scenario

Transparent Proxy Variant 3: Custom Routing

Wrong: Redirection in Transparent Mode

Reverse Proxy

Upstream Proxy

mitmproxy

Client
Internet

[Source: client]
[Destination: mitmproxy]
GET http://example.com/

[Source: client]
[Destination: mitmproxy]

GET http://example.com/

[Source: proxy]
[Destination: example.com]
GET /

[Source: proxy]
[Destination: example.com]

GET /

Router

(Next hop: router)
[Source: client]
[Destination: example.com]
GET /

(Next hop: isp)
[Source: proxy]
[Destination: example.com]
GET /

Router
(Next hop: mitmproxy)
[Source: client]
[Destination: example.com]
GET /

Client mitmproxy -T
Internet

[Source: Client]
[Destination: example.com]
[Gateway: Router]
GET /

Router
[Source: Client]
[Destination: mitmproxy]
[Gateway: mitmproxy]
GET /

Client

mitmproxy -T

Client
Internet

(Next hop: router)
[Source: client]
[Destination: example.com]
GET /

(Next hop: mitmproxy)
[Source: client]
[Destination: example.com]

GET /

(Next hop: router)
[Source: proxy]
[Destination: example.com]
GET /

(Next hop: isp)
[Source: proxy]
[Destination: example.com]

GET /

Router

mitmproxy -T

Internet

(Next hop: mitmproxy)
[Source: client]
[Destination: example.com]
GET /

(Next hop: router)
[Source: proxy]
[Destination: example.com]
GET /

(Next hop: isp)
[Source: proxy]
[Destination: example.com]

GET /

Router

Client

mitmproxy -T

ICMP Redirects

?

[Source: proxy]
[Destination: real-server]
GET /

[Source: client]
[Destination: mitmproxy]
GET /

Client mitmproxy -R

Internet

Server

[Source: client]
[Destination: mitmproxy]
GET /

mitmproxy -U

[Source: client]
[Destination: mitmproxy]
GET http://example.com/

Proxy 2

[Source: mitmproxy]
[Destination: proxy2]
GET http://example.com/

Internet

[Source: proxy2]
[Destination: example.com]
GET /

Client

Reverse Proxy

Server

Do you want to proxy/inspect a server or a client?

Can you/Do you want to configure your 
client to explicitly use a HTTP proxy?

Client

Client mitmproxy Internet ServerInternet mitmproxy

Do you want to add a second proxy? Transparent Proxy

NoYes

Regular Proxy Upstream Proxy Mode

YesNo

simple redirect

rewrite gateway
conditionally

no proxy configured, but
custom gateway specified

(evil version: arpspoof)
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